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META ADS : A PILL
HARD TO SwALLOw

Meta is still failing to moderate its
advertisement ecosystem.

A FORENSICS
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Context:

This report has been authored during the DSA Ad Repository Data Sprint organized
by Sciences Po and the Open Institute for Digital Transformations having taken place
between February 24th and February 27th , 2025.

Disclaimer:

This report presents analyses and conclusions based on publicly available data as of
February 2025. While we have made every effort to ensure accuracy through
rigorous documented methodology, all findings represent best estimates with
inherent uncertainties.

Each analysis section details its specific methodology and limitations. Sporadic
mistakes may have arisen from manual annotation. This assessment reflects current
information and may be updated as new data emerges.

When referring to ads as “scams” or “fraudulent” ads, we do so by leveraging
documented patterns of misleading practices, yet this analysis does not constitute
a legal determination, as judicial proceedings remain ongoing and such assessments
lie outside both our expertise and the scope of this report.
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Executive Summary

e Since the enactment of the Digital Services Act (DSA) in August 2023, Meta
has approved over 46k advertisements containing unapproved drugs and
deceptive health claims. Together, they appeared on the screens of European
users over 292 million times.

e Those ads go against at least 15 of Meta’s Advertising and Community
Standards provisions, such as misleading health claims, celebrity deepfakes,
and impersonation of news outlets.

o Meta’s failure to curb these fraudulent ads appear to contravene to the
mitigation of systemic risks mandated by the DSA Article 34, from the
facilitation of distribution of illegal content to foreseeable negative impacts
on public health.

e The promotion of unapproved medical products, impersonation of public
figures, and widespread use of deceptive landing pages further suggest
breaches of additional European and national laws on consumer protection,
unfair commercial practices, and pharmaceutical advertising.

o Meta’s self-disclosure mechanisms for listing the "beneficiary” and “payer”
and the option to display a deceptive URL were commonly abused. These
features enabled large-scale scams and phishing campaigns, underscoring
the inadequacy of current transparency safequards.
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Introduction

Building on previous investigations conducted at Al Forensics on the Meta Ad
Library, this report focuses on health-related scam advertisements. We identify over
46 thousands advertisements, approved and delivered by Meta to european users
over 292 millions times, such products typically promoting dubious drugs or "cures”
not approved by national or European health organizations.

Our previous work characterized Meta’s poor moderation of undeclared political

advertisements, revealing an almost complete reliance on advertisers’
self-declarations. This systemic shortcoming was exploited by threat actors to
disseminate thousands of pro-Russian propaganda ads, all approved by Meta and
delivered over a hundred million times to European users of Meta’s products.
Similarly, we identified massive scam networks attempting to lure users into
fraudulent investment platforms, operating across multiple countries since at least
the enactment of the Digital Services Act (DSA), and remaining active as of this
report’s completion.

The severity of these findings motivated the European Commission to open, in April
2024, a formal proceeding against Meta for suspected violations of the DSA.

Following the publication of Meta’s Risk Assessment under the DSA, we documented
misleading statements in which Meta claimed to automatically review ads against
their Advertising Standards before launching on Facebook or Instagram. However, we
identified thousands of advertisements featuring explicit pornographic content.

When we uploaded these identical images on Instagram and Facebook as reqular
posts, they were automatically removed for violating the platform’s nudity policuy.
This simple experiment demonstrates that Meta does possess the technical
capability to detect such content but has chosen not to apply these safeguards to
advertisements, their primary revenue source.

We wish to acknowledge that these investigations, including the present study,
were made possible through Meta’s implementation of a public advertisement
repository as mandated by Article 39 of the DSA. Meta’s provision of a functional
and relatively comprehensive advertisement library and APl demonstrates a higher
transparency standard compared to industry peers, as documented by the Mozilla
Foundation.

This report illustrates how researcher data access functions as an effective
mechanism for platform accountability through public scrutiny. We urge all
platforms to fulfill their data provision requirements, with the advertisement
repository representing an enforcement priority.
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Methods

Drawing extensively from the Meta Ad Library, this report assesses the prevalence
of alleged fraudulent materials distributed through advertisements on Facebook
and Instagram, along with Meta’s moderation practices.

Data Collection

Following the Digital Services Act implementation, Meta expanded in August 2023,
their ad repository to include all advertisements targeting EU audiences. The Meta
Ad Library is accessible through both a web interface and API, enabling
programmatic analysis of the repository.

Meta’s implementation of full-text search capabilities in their ad library represents a
significant transparency measure, distinquishing it from other major platforms
where such functionality is often unavailable.

One limitation is that only advertisements having concluded their distribution within
the last year are available, in literal compliance with DSA Article 39.1. Our analysis will
leverage a dataset of over 450 million advertisements, continuously collected
through the dedicated API since the enactment of the DSA in August 2023.

Near-Duplicate Detection

To navigate this gigantic dataset, we focused on instances where identical or nearly
identical text' was published by multiple advertiser pages. The rationale behind this
heuristic, employed in our previous studies as well, is that while advertisers may

have legitimate reasons to republish identical advertisements (such as varying
targeting parameters), this pattern becomes highly suspicious when tens, hundreds,
or thousands of distinct pages publish identical advertising content.

This approach effectively surfaces potential coordinated advertising campaigns
that warrant further scrutiny. To ease manual annotation, we solely consider texts
published by at least five different pages and we translate them into English
through Facebook’s M2M100 translation model, chosen for its open-source weights
and state-of-the-art performance.

" When we refer to ads "text” throughout this report, we specifically mean the
“ad_creative_bodies” field returned by the Meta Ad Library API.
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Exploratory Analysis

We identified 226k unique texts published by at least 5 different pages, totaling 7.0
million advertisements with 139.9 billion impressions. While some instances represent
legitimate advertising practices—such as Temu’s campaign of hundreds of
thousands of identical-text advertisements distributed across thousands of
different pages, reaching billions of impressions—many others warrant investigation.

To systematically explore this potentially fraudulent content, we first conducted an
exploratory semantic analysis.

Specifically, we extract words (minimum 4 letters) appearing in at least 25 different
unique texts and compute pairwise chi-square statistics. For two words, the
chi-square statistic measures the difference between the observed co-occurrence
frequency and the expected frequency under independence. This metric, also used
in the Cortext platform, assesses word similarity.

We represent similarity as a network where nodes represent words and edges
connect words that co-occur more frequently than expected (defined by a
chi-square statistic threshold). After spatialization through ForceAtlas2, words with
similar usage patterns cluster together, revealing topical structures within
duplicated advertisements.
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Communities of words frequently used together are color-coded, with node size
corresponding to the reach of advertisements containing these terms.

We observe diverse topics within our pool of suspicious duplicate advertisements. A
large cluster promotes dubious cryptocurrency trading and investment strategies.

Notably, the right side of the network reveals substantial health-related subtopics,
ranging from skincare products and serums to treatments for arthritis, prostate
issues, weight loss, and blood pressure requlation.

In the subsequent analysis, we select a handful of keywords associated with various
medical conditions and report the most duplicated and widely distributed
advertisements.

Importantly, we neither seek nor claim to be exhaustive; given the enormous volume
of fraudulent content approved by Meta, we aim solely to demonstrate the
pervasiveness of this issue through various examples.
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Results

| - Weight loss

“Weight loss industry”

By searching for advertisements claiming to go against the established "weight loss
industry with” their product, we find 4,013 advertisements matching the pattern,
with 17 unique text variations, delivered at least 48.8 million times by Meta to users
in France, Germany, and Spain.

The advertisements typically follow the pattern: ”[Celebrity name] destroys the
weight loss industry with its natural product and proves that it helps to melt fat in a
few weeks” and other analogous variations.

Overall, they target Marilou Berry, Artus, Laurence Boccolini, and Dr. Michel Cymes in
France, Barbara Schdneberger in Germany, and Paula Echevarria in Spain.

A viagem pelo mundo dos livros Ednaildo itch assess ? Barbara Schoneberger Club
. Sponsored 4 Sponsored
Sponsored Y )
. ‘ Library ID: 1544695806121514 Library ID: 98949:
- Library ID: 2188242378205486
? Fatigué.e des régimes, des frustrations et de I'effet yo-yo ? Artus Barbara Schoneberger mischt die Abnehm-Branche auf Ihre

i (4.99/5.0) détruit l'industrie de la perte de poids avec son produit naturel et natiirlichen Produkte helfen nachweislich, in nur wenigen Wochen
WLaurence Boccolini détruit lindustrie de la perte de poids avec éprouvé qui a aidé a faire fondre la graisse en quelques Fett abzubauen. &,
son produit naturel et éprouvé qui a aidé a faire fondre la graisse en semaines.{J

quelques semaines.&3"

R X
aurence Boccolini revele son secret pour
perdre du poids dans une interview _

EUWARMWINTER.COM

= Prenez avant le coucher et vous ne vous

reconnaitrez pas dans le miroir Learn more

EU Warm Winter Address: Xiuying Subdistrict, AQSLIM SECRETS QUEST

Xiuying District, Haikou City, Hainan Province, SFURBAXYZ leamn more Barbara Schoneberger: In ein paar Lean more
- : Cela vous surprendra Wochen L statt XXL Kleider tragen!*"§y/

The advertisements refer users toward phishing pages taking the appearance of a
Facebook post promoting the weight loss product.
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@ sfirba.xyz/VBfitQzibclid=iwy2

5 ¢

8 Marilou Berry @ Artus
Mardi, Février 25, 2025

Mardi, Féwrier 25, 2025

Bonjour & tous, je suls le Artus. Ces dernléres années, |'al travalllé sur la fagon de perdre du
poids de maniére efficace et rapide. Je sais que perdre du poids peut parfois étre difficile pour
vous, et de nombreux Frangais obéses m'ont également sollicité pour des conseils. Je suis
convaincu que par la perte de poids, vous pouvez découvrir une version plus belle de vous-
méme, ¢'est pourquoi je veux vous révéler mes derniers résultats de recherche

Ok les filles, je n'aurais jamais pensé que percre du poics souléverait autant de questions. Vous
avez inondé ma bofte de réceplion de messages ! Au lieu de répencre a chague message
individusllement, j'ai décidé d'écrire un article 2 ce sujet.

Quand on décide de perdre du poids il est extrémement important de ne pas nuire 4 son
propre organisme. Malheureusement, ce n'est pas le cas de la plupart des méthodes de

Oui, j'ai perdu 19 kg en seulement 2 mois. Mes nouvelles photos n'ont pas été retouchées perte de polds populalres.

(je ne sais méme pas comment faire ¢a). Maintenant, je pése 57 kg et j'aimerais perdre 3 2

5 kg de plus. On ne peut pas étre au régime tout le temps, sans parler que rares sont celles et ceux qui
peuvent s tenir. Dégus et n'ayant pas atteint leur objectif, les gens recommencent  prendre des

La question la plus importante est de savoir comment j'a fai1. Aprés tout. mon profil Instagram comprimés, dont la plupart sont nuisibles & I' . un hormonal,

rennme de nhatas de nanmitiure. Oui i'ame manner &1 i n'ai nas ainsté mon alimentation et ie

Snowballing and searching for the name of *Marilou Berry”, a french actress, in
duplicated advertisements (excluding the previously identified ones), we find 973
additional ads discussing weight loss, for a total reach of 15.7 million. We observe
additional misleading practices such as redirecting users toward fake spoofed news

outlets, in this case "Le Figaro” in French.

) @ quickfatloss.shop/blog.phy

Christie Chapman
@. Sponsored LEFIGARO

Library ID: 808934651424925

Marilou Berry a parlé de la fagon dont elle a pu se débarrasser de
19kg &

12 500 paquets d'un produit minceur universel
au prix spécial seront alloués a la france dans le
cadre d’un projet de l'institut des sciences de la
nutrition

98% de volontaires ayant participé au protocole ont perdu de 12 a 30 kg en 45
jours, sans prendre de substances chimiques et sans faire du sport.

Par Marina Carrére
mis a jour hier 321:12

=] Caie
—— en14:23
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For "Artus”, a French comedian, we find 403 new ads for a total reach of 4.7 million,
containing a handful of variations of "Artus reveals the secret of weight loss.”

FDA approved weight loss En lo de Carmen, Pizzas artesanales
" Library ID: 1401182310557058 Library ID: 523878076663613

Artus a perdu 35 kilos : I'humoriste dévoile sa transformation
physique radicale : Femme Actuelle Le MAG

Artus (Un P'tit Truc En Plus) prend enfin la parole sur sa perte de poids

VQUS SEREZ DIFFERENT
CHAQUE JOUR!:"

ZHST.COM
ARTUS-OFFICIAL.SHOP leamimore Artus (Un P'tit Truc En Plus) : Il dévoile tout Learn more
"J'ai pris ¢a 2 fois par jour et ¢a a fait f... sur sa perte de poids ! "Il est vrai que jai

For “Laurence Boccolini”, a French TV host, we found 312 new ads for a total reach of
4.1 million, related to recipes for weight loss.

Eotoewlwnkdfd-ZQ

@ Sponsored o Peoqgnida-la
== | ibrary ID: 1535090513733411 Sponsored
Library ID: 7072483972849360

< ~Laurence Boccolini : Avant, je pesais 86 kg, mais maintenant je
ne pése plus que 63 kg ! Partager ma recette & "Ce reméde est sans égal! Attention, une demi-tasse brile 2,5

kg!" La recette d'Laurence Boccolini qui a fait exploser internet!

EOTOEWLWNKDFD.TOP
Ga marche pour moi, je crois que ¢a
marchera aussi pour toi

activité limitée dans le temps «

Learn more

PEOQNIDA.TOP
peoqgnida.top

Learn more




AI_F A Pill Hard To Swallow |12

“Not just a question of aesthetics”

We find an additional pattern, translated in French, Spanish, German and Italian, used
in over 1897 advertisements, delivered by Meta over 23.2 millions times:

“Weight loss is not just a matter of aesthetic or appearance. It is an important step
towards the improvement of the holy and quality of life. When we take care of our
weight we reduce the risk of many diseases such as diabetes, cardiovascular
diseases and hypertension. Maintaining a healthy weight helps equally to
strengthen the immune system to improve sleep and general wellbeing ...”

Sponsored

' Identical Sociable
< Library ID: 1324056365239517

La pérdida de peso no es solo una cuestion de estética o apariencia.

Es un paso importante hacia la mejora de la salud y la calidad de
vida. & [, Cuando cuidamos nuestro peso, reducimos el riesgo de
muchas enfermedades, como la diabetes, las enfermedades
cardiovasculares y la hipertension. Mantener un peso saludable
también ayuda a fortalecer el sistema inmunolégico, mejorar el

suefio y el bienestar general. v

ZES POSIBLE PERDER PESO CON ESTE

PRODUCTO EN SOLO UNAS SEMANAS?
e e ——

veamos qué tiene que decir el doctor al respecto

ES.GOODFOOODSTORE.COM

Descubre el Poder de la Pérdida de Peso

con Apoyo de Expertos Espafioles &£ [ Learn more
iEmpieza tu viaje hacia un estilo de vida mas

saludable hoy mismo! Descubre un producto

ﬂ Health Quest
M* Sponsored
- Library ID: 1108421984625957

Gewichtsverlust ist nicht nur eine Frage der Asthetik oder des
Aussehens. Es ist ein wichtiger Schritt zur Verbesserung der
Gesundheit und der Lebensqualitét. & [ Durch die Kontrolle
unseres Gewichts reduzieren wir das Risiko zahlreicher Krankheiten
wie Diabetes, Herz-Kreislauf-Erkrankungen und Bluthochdruck. Ein
gesundes Gewicht zu halten, starkt zudem das Immunsystem,
verbessert den Schlaf und férdert das allgemeine Wohlbefinden. v

|

BESSER UND SCHNELLER ALS IM FITNESSSTUDIO

BEAUTTYYSTORE.COM

Learn more
Health Quest
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Michel Cymes
Sponsored
Library ID: 649937831049557

o

La perte de poids n'est pas seulement une question d'esthétique ou
d'apparence. C'est une étape importante vers I'amélioration de la santé
et de la qualité de vie. & [, Lorsque nous prenons soin de notre
poids, nous réduisons le risque de nombreuses maladies, telles que le
diabéte, les maladies cardiovasculaires et I'hypertension. Maintenir un
poids sain aide également a renforcer le systéme immunitaire, a
améliorer le sommeil et le bien-étre général. v

% “PAR LA SUITE.

CET EFFET PEUT
ETRE OBTENU PAR
NMPORTE QUI

L9
P 0:00/20:19

QCYMSLM.TOP
Michel Cymes

Recent Activity

Learn more

Gardconloa kuha
Sponsored
Library ID: 1716933979162401

La perdita di peso non & solo una questione di estetica o di
apparenza. E un passo importante verso il miglioramento della
salute e della qualita della vita. & [ Prendendoci cura del nostro
peso, riduciamo il rischio di molte malattie, come il diabete, le
malattie cardiovascolari e l'ipertensione. Mantenere un peso sano
aiuta anche a rafforzare il sistema immunitario, migliorare il sonno e

il benessere generale. v

e

-

I

| : | .
<

t\

SEMBRAPRIMA VISIONE
QUESTASERA ORE 210

i
<

WELLTRACK.SITE

Scoprite il Potere della Perdita di Peso con il

Supporto di Esperti Spagnoli « [,

Learn more

Iniziate oggi stesso il vostro viaggio verso uno stile
di vita piu sano! Scoprite un prodotto innovativo

Far from being shortcomings of the past, while we were performing the present
analysis, numerous fraudulent advertisements were actively distributed by Meta to
European users.

For instance, advertisements were approved and distributed on February 25th, 2025
for “weight loss pills” redirecting to a fake spoofed news outlet with a fake interview
of decried French microbiologist Didier Raoult, with fake certificates of *conformity”

supposedly issued by the World Health Organization.

© Actve
Libeary 10: 1005514394962505

Started running on Feb 25, 2025 - Total active time & hrs
Plattorms O @ Q ©

This ad has multiple versions @

EUvansparancy @

See ad details

B

Lo O Didior Raoull, qui promeut activemeant 195 « pikdes minceur
80 8port » Gans loute la France, déciare - < Mes patients ot
jamais été aussi minces quawoud . +

Son histcire de perte de poxts rapede 3 far beauocup de
ot put btreret

Learn More

© Active
Libeary 10: 1125211505087182

Started running on Feb 25, 2025 - Total active tme & hrs
Plattorms O @ Q ©

This ad has multiple versions @

EUanspanency @

See ad details

Lo Dr Dicior RaouR, qui promeut ¢ 105 « pitdes minceur
‘8808 $port » dans Toute la France. o« Mes patients riont
jamais été aussi minces quauourdhu. »

Learn More

O Active

Uibeary 10: 9303797989708651

Started running on Feb 28, 2025 - Total active tme 8 hrs
Patoms 0 @ Q ©

This ad has muttiple versions @

EU vansparency @

See ad details

"‘_ v Slimpal Keto
Spe

Lo Dr Dicior RaouR, qui promeut activement 195 « pikdes minceur

s8n% 8port > dars 8 France. déclare - « Mes patients riont
jarmais 6t aussi minces quaupourdh.

— \j
s e o b
S

Learn More

© Active
Lbeary ID: 1140653687761356

Started runring on Feb 28, 2025 - Total active time 8 hrs
Fattorms 0 @ Q ©

This ad has multiple versions @

EUtansparancy @

See ad details

Lo Or Didior Raoul, qui prome:
880 sport » dans toute la Fra
jamais été aussi minces quauourdhu. »

=
/\j

erte de poxds rapide 3 faf beauooup de

nant 165 « piules mincsr
«Mes patients nont

Learn More
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¢ TFI1INFO » DIRECTS | Q =Q

Cette méthode garantit une perte de poids de 15 a
20 kg en seulement 1 a 2 mois sans régimes stricts
et sans entrainements épuisants. Elle élimine le
risque d'infarctus, d'AVC et de 7 compagnons
"incurables" de I'obésité.

DUCHOUL pour TF1INFO

\
LE SECRET DE PERTE DE POIDS
DES CELEBRITES REVELE !

The drug ”Proper Keto” does not appear in the Erench public drug database as of
February 2025.
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Il - Join Inflammation

Through queries for duplicate advertisements containing “arthritis” and “hernia,” we
identified 2,637 advertisements delivered by Meta approximately 43.5 million times.
These advertisements typically presented variations of the text: “Gout, arthritis,
arthrosis, osteochondrosis, rheumatism, hernia, sinovite etc. And all these problems
are cured in a very simple way a cleaning of the joints...”

This content was translated, with minor variations, into Spanish, Italian, Portuguese,
Croatian, and Bulgarian. These advertisements predominantly targeted elderly users
(50-65+), with numerous instances utilizing fabricated television segments to
promote unapproved pharmaceutical products.

Communicate Venue
. Prast frelt Sponsored
Communicate Page P sponsored ) I
c Sponsored e W lparyi0 Library 1D: 580935124519382
Library ID: 602990552264845 il Uynoneiino wawanene A MOAaPa, BPTPHT, OCTECAPTPHT 12l Cudesno ozdravljenje i, Giht, artritis, osteoartritis, reumatizam,
PEBMATUILAM, XEDHUA, APTPMT ¥ APYrH Npobnemu morar aa Guaar kila, artritis i drugi problemi mogu se izlijeiti jednostavnim
i ¥ gotta, artrite, artrosi, osteocondrosi, reumatismi, ernia, ecc..” E ManeKyBaHu C eaHa NPOCTa pelenTa: NpouMcTeane Ha crasute. Tasu receptom: Eiséenjem zglobova. Ovaj recept ublaZava bol, obnavja
tutti questi problemi si curano in un modo molto semplice: la pulizia peuenta Gonkara, " hrskavicu | revitalizira zglobove, ne zahtijeva medicinsku
CLXMBABA CTABUTE, HE MIUCKBA NEKAPCKA HAMeCa W MOXe Aa ce intervenciju i moZe se primijeniti kod kuce. |21

delle articolazioni. E assolutamente sicuro e veloce, non richiede
nemmeno una visita medica e pud essere fatto a casa @ & @
GUARIGIONE IMMEDIATA @ Trattamento innovativo per dolori
cervicali, muscolari e cyctasax ! 4 100% naturale f4Efficace per
artrite e osteoartrite. 4 Dormire meglio e pil intensamente (4 ...

Hanpas 8 AOMALLHK YCNOBUA. [l

By HoymyTe

Tereza Kesovi}.a

Tereza Kesovija zavrSila je u invalidskim kolicima N1
zbog artritisa, ali uspjela se izlijeciti! Kako?

>
Bb3MOXHO N e AQa Ce U3NeKyBaT CTaBuTe ’
6e3 onepauus B AOMalWHW YCNOBUA? A -

NELLE FARMACIE DI TUTTO IL PAESE S|

B o AASHAPEKOX Ao zozx‘OPATA. KOUTO MALO TKO ZNA, ALI BILA SAM NA RUBU
g 15 e e ) £3
> o017  « S ) ~ T g N INVALIDITETA .
P 0:01/329 —ee— &} W)
DRIVERADVICEVHAZ.COM Learn More TRUCK DEPARTUREGATEFMPH.COM
SAPERNE DI PIU Nunu Vieakoea ce 030Ba B MHBaNMAHa Leamn More LECTURE.OILSTROKEZUQM.COM

= : 5 2 A o Learn More
Konudka Tereza Kesovija u invalidskim kolicima &




AEF A Pill Hard To Swallow |16

lll - Diabetes

We find 2,480 advertisements, disseminated by Meta across the EU over 17.7 million
times, all following the pattern ”/f you have diabetes, read it before it is removed”
translated into national languages with slight variations.

Interestingly, many of the pages running such ads follow the naming convention
observed and used in the pro-Russian propaganda Doppelganger operation,
reported by Reset Tech in October 2023 and in our previous report in January 2024.
Such pages are still active as of February 2025.

Stunning glmé Appealing joré AnechkaBelova

Sponsored Sponsored A et
SO Library ID: 466964636289573 ey R

Library ID: 280453267943913 ioraey 599134144474

Se avete il diabete, leggete questo articolo prima che venga
Cine are diabet, citeste - inainte de a fi sters! Denumit un produs rimosso!

care reduce zaharul la 4,7 mmol/l, acest...

. %
D

3
;S

9 ¢
e

Toutes les personnes atteintes de diabéte doivent lire rapidement
ce document avant quiil ne soit supprimé !

MANGIATELO PRIMA DI
ANDARE A LETTO. E IL DIABETE
SARA PER SEMPRE SPARITO!

X

Q&Qioo
‘QQ QQ

GIGOSAILSEHIKYO.XYZ
Denumit un produs care reduce zaharul la

4,7 mmol/l, acest... Learn more PAGEZYA LIFE
Denumit un produs care reduce zaharul la 4,7 TEXLIOU FAPYJEO.ORG To?nes les personnes atteintes de diabéte
mmol/l, acest... Ieggere prima di cancellare! Learn more doivent lire rapidement ce document avant D ra
7 49/5 qu'il ne soit supprimé !
Toutes les personnes atteintes de diabéte doivent
lire rapidement ce document avant quiil ne soit
Onki bochi Seiyo rhotinic Hlenbel
Sponsored we Sponsored ’. Bisnberger
ponsor
ry 4780307460 ary 5890171191489 ' y
Library ID: 384780307460934 Library ID: 1156901711914898 7 Library 1D: 625508533345002
Axo umare auaber, npouetete Tosa, Npeau Aa Gbae npemaxwaro! Doktor dr:Akd cukorbeteg. meg gyorsan ofvassa el ezl, smig nem X Jesli masz cukrzyce, przeczytaj to, zanim zostanie usuniete!

torlik!

ECTECTBEH NPOAYKT

JESLI MASZ OBJAWY CUKRZYCY -
PRZECZYTAJ TO NATYCHMIAST I DOWIEDZ
SIE, JAK POZBYC SIE PROBLEMOW Z
WYSOKIM POZIOMEM CUKRU W DOMU.

CTABUAUSUPAHE HA HUBATA
HA KPbBHATA 3AXAP

WIKIREU LIFE FARMBERG.ONLINE

r- ") baies e Learn More
FIDOKIA LIFE Doktor ur: "Aki cukorbeteg, még gyorsan Czytaj wigcej
MpoveTete, npean aa uatpuere! Learn more olvassa el ezt, amig nem torlik! Learn more
- 40/5 i Doktor (r: "Aki cukorbeteg, még gyorsan olvassa el

ezt, amig nem torlik!
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I\/- Prostate

Prostatitis

Looking for “prostatitis” we find 9,656 advertisements, for a total reach of 42
millions, run in Romania, Spain, Bulgaria, Poland and lItaly, containing 15 unique

variations of the following text:

“How | helped more than a million [Nationality e.q. Spanish] men get rid of prostatitis
in years with this method of [a pretended cure e.g. roses, bicarbonate]. This
indicates the true cause of prostatitis that has nothing to do with bacteria and with
age eating junk food or lack of movement but is actually linked to a lack of individual
cells that inhibit the prostate...”

Collars hydroquinine
brary ID: 960361805644

brary

2 Jak unikalna metoda sodowa pomogla ponad milionowi
Polakow pozby¢ sig zapalenia gruczolu krokowego i jego objawow,
dzigki tej malo znanej metodzie? &

Ta metoda sodowa zwalcza prawdziwq przyczyne zapalenia
gruczolu krokowego, ktora nie ma nic wspolnego z wiekiem,
spozywaniem $mieciowego jedzenia lub brakiem ruchu, ale w
DOWIEDZ SIE, JAK TAJNA METODA
SODY W 3 DNI PRZYWROCIC MOC
BEZ WYCHODZENIA Z DOMU

G UZYSKAJ DOSTEP DO WIDEO

MIRAEXCLUSIVA COM
. DOSTEP DO WIDEO ZOSTAL
PRZYZNANY

Leamn more

Morgan Home Care

brary 1519

"2 Cum am ajutat peste 3 milioane de romani sa scape de
prostatita in 2 ani cu aceasta metoda dovedita cu bicarbonat de
sodiv? @& @

Acest lucru indica adevéarata cauza a prostatitei, care nu are nimic
de-a face cu bacteriile §i cu varsta, consumul de junk food sau lipsa
de migcare, ci de fapt are de-a face cu lipsa celulelor individuale
care inhiba prostata, cauzata de radiatiile undelor radio de la

ACEST METODA CU BICARBONAT DE SODIU, PROPUS!
DE DOCTORUL LEON DANAILA, MI-A REDAT
0 PUTERNICA

ALEFTY.COM

@ ACCESUL LA VIDEO A FOST ACORDAT Learn more

Celular Service Minas
4% Sponsored
brary IC

) (Como ayudé a mas de 3 millones de personas a deshacerse de
la prostatitis en 2 anos con este * método de la soda"? &

Esto apunta a la verdadera causa de la prostatitis, que no tiene
nada que ver con las bacterias y la edad, el consumo de comida
chatarra o |a falta de movimiento, pero en realidad tiene que ver con
la falta de células individuales que inhiben la prostata.

iMas de 3 millones de espaiioles ya se han librado de la prostatitis

DORMIRTODO EL

BIOFORCELD.COM

Haga clic en el boton y vea el video ahora! Learmn more
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Tomato

We find 15,945 advertisements with 4 unique
texts running in English, French, Spain, for a
total of 1.9 millions reach, with slight variation
of the following:

“I could no Ilonger bear taking more
medication and visiting the doctor for my
prostate That is when | ended up watching a
video on the internet that talked about a trick
with tomatoes that helped keep the prostate
healthy in just a few days | saw many friends
talking about this so | decided to watch the
video and then followed all the steps with the
tomato to keep my prostate healthy It was
amazing We really spend money on
medications full of side effects”

Milton Pereira
( ﬁb Sponsored
Library ID: 461464136493274
No podia soportar méas la idea de tomar medicamentos y visitar al

médico por mi prostata...

Fue entonces cuando encontré un video que hablaba de un truco
que podia mejorar la salud de la préstata en pocos dias...

Muchos amigos ya habian hablado de esto, asi que decidi ver el

WWW.VITACUERPO.FUN
El 98,5% de los hombres no lo sabe Learn more

. Vanesla ProsaCare

Sponsored
Library ID: 880907024104668

& Haben Sie Prostata-Probleme und fiihlen sich elend?

Mit ProsaCare konnen Sie schnell Linderung bei lhren Prostata-
Problemen in nur 7 Tagen bekommen!

v Fordert eine gesunde Prostatafunktion

v'Lindert Prostata- und Blasenprobleme

¢ UroCare Plus

WWW.MANILA-BERLIN.DE
Prostataerleichterung in 7 Tagen! . -

Learn more

We find 202 ads promoting a pretended drug
“ProsaCare” delivered by Meta 5.6 million
times, with 3 unique text variations in German
and Dutch. The leading webpage is disabled
as of February 2025 and signaled as a
probable scam by users on Trustpilot.
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\/- Parasite

We find 3,164 advertisements, disseminated by Meta across the EU over 18.6 million
times, discussing parasitic infections, enumerating symptoms, and ultimately

promoting a pretended cure.

For instance: “Warts and papillomas are caused by parasites in the body. There is a new

way to get rid of parasites at home.”

Bandits On The Run
Sponsored
Library ID: 988495829593364

Premiers signes de parasites :

- Papillomes et verrues

- Mauvaise haleine

- Eruptions cutanées et rougeurs

- Fatigue chronique, vous étes rapidement fatigué.

Pour que les parasites s'envolent
hors du corps et que les

papillomes se desséchent, arrétez
immédiatement de manger bag...

HTTPS.//LEMONDE.FR/EN/FOQD/
Plus de détails«

Learn more

BRTE
Sponsored
Library ID: 1344356596484883

1197% delle persone ha nel proprio corpo dei parassiti che hanno un
impatto negativo sullorganismo. Verruche, sonno alito

Norma Berry
,;‘4 » Sponsored
=% Library ID: 985596529446554

¥ Los primeros senalesque pueden indicar que hay parasitos
viviendo en su cuerpo son:

- Verrugas, Papilomas

-Mal aliento

- Erupciones y enrojecimiento en la piel

- Fatiga cronica (te cansas rapidamente, sin importar lo que hagas)
3ar0noBoK

Aprender mas <

¢Papilomas?

Solo una capsula y los parazitos
saldran del cuerpo y los papillomas
desapareceran

Jediny Géinny zpusob, jak se zbavit parazita

ES.NIUJKE.COM

Learn more
Detallado...«

Natural Media
Sponsored
Library ID: 463464036479528

(] ce np OT NapasuTi 8

cattivo, dolori addominali, mal di testa e debolezza possono essere
conseguenze dei parassiti

v

ANTICA RICETTA CONTRO |
PARASSITI DEPURA L'ORGANISMO IN

! ima HOB HauWH 1a Ce OTbPBETE OT NapasuTUTe y AoMa.

4, Architect Warden

i- Sponsored
Library ID: 957757349242880

Paraziti Ziji v kazdém z nés. Chrarite sebe a svou rodinu dfive, nez
zpusobi vazna onemocnéni

BRADAVICE A PAPILOMY JSOU
ZPUSOBENY PARAZITY V TELE!
EXISTUJE NOVY zPUSOB,

Health/Medicine
Q

Library ID: 917532296841516

Los primeros sefalesque pueden indicar que hay parasitos viviendo

€N SU CUErpo son:
‘@ -Verrugas, papilomas

‘2-Mal aliento

‘2-Dolores de cabeza frecuentes

‘@.- Erupcion y enrojecimiento en la piel
Aprender mas«

SEk® A cAPSULA Y LOS

PAPILOMAS SALEN JUNTO

CON LOS PARASITOS

Learn More

HTTPS.//BUITZ BG,
Natural Media

Mo6up3aliTe Aa normeaHeTes

Learmn more
SALLIVANPRODUCT.COM
Perché le farmacie tacciono?

4ND102.RU

4.nd102.ru

Learn more Learn more
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Among the advertisement materials, we can mention a fake TV segment from
France24 spoofed with deepfakes of journalist and contested French microbiologist
Didier Raoult. The fake TV segment claims unsanitary conditions lead to parasite

infections and redirects users toward a marketplace to buy pretended *certified and
proven” drugs. [see advertisement].

Purification du corps
c Sponsored

Library ID: 481161625053311

L'ennemi intérieur est insidieux - vaincre les parasites !

.

LE PAYS,|PROVOQUES PAR'DES ¥ srancs
CONDITIONS INSALUBRES™ =

KOLMEVAGRS.WORLD
Les parasites vous affaiblissent.

Learn More
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V|- Erectile Dysfunction

We find 1,925 advertisements, shown by Meta to EU citizens over 16.4 million times,
following the pattern “How to get rid of erectile dysfunction once and for all using
cheap and natural remedies” translated into national languages with slight
variations. When explicit targeting options are set, they typically tend to focus on

older men (40-65+).

Manda fode & Delicacy volleyball 76 Dovalle Classicos
Sponsored Sponsored Sponsored
ibrary ID: 822140799922388 Library ID: 774366 Library 10: 2436675693388547
Coémo de los de on eréctil de una vez Mg va amahlayeite ammé Ta TPoPARPaTa oTUTIKAS SUCAEITOUpYiag Kako se enkrat za vselej znebiti erektilne disfunkcije s poceniin
por todas utili baratos y Hia yIa TIGVTa XPNOIHOTIoIMVTaG GONVEG Kan QUOIKEG BepaTTeieg? naravnimi sredstvi

H avikavotnta v opeideTal

Prenehajte plaéevati denar prevarantom!
Akia

S tem zdravilom sem poveéal moé in
ozdravil prostatitis! Navedite svojo starost
in poiséite najboljsi recept za vas!

45-55 55-65 65-70
p
SIEMPRE QUE OupoAGYoG: N LoXUG amtokabictatal
LA NECESITES €0KOAa petd ta 50, parte 3 i b4
LEER ypappdpLa to mpwi...
. 70-75 75-80 80+

HTTPS:/LIKENAR.COM, GRODA. 0.SHOP

Disponible en linea. ;Se vende en Learmn more AiaBaote v AN ouvrayikd Leamn more EU.MEDICATV.SHOP Learn more

farmacias?

Bon8a o BeAtiwon g vyeiag Twv avpuv @

Kaj nam lekarne skrivajo?

We found 564 ads in Italian, approved by Meta and delivered over 19.2 million times,
following the two patterns: “What is the fastest way to cure erectile dysfunction in
two weeks? The 7 most effective drugs for erectile dysfunction in 2024F and *Are
you looking for a safe and effective way to improve your erectile dysfunction?

Miss y Best nature health day
M sponsored S

Library ID: 501987655696872
Cerchi un modo sicuro ed efficace per migliorare la tua disfunzione

Qual & il modo pius veloce per curare la disfunzione erettile in due erettile?

settimane?
| 7 farmaci piu efficaci per la disfunzione erettile nel 2024!
[Clicca per vedere]

L'erezione ritorna,
non andare

Quali sono i migliori farmaci
da banco per la disfunzione erettile?

(Questo non & uno scherzo)

ess world of Asmana
Learn more
oment of complete
KISQALI7?.LIVE Learn more relax in the Tuscan SPA just minutes from
kisqali77.live Florence; an oasis of.
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We find 469 ads in German delivered by Meta 4.2 million times, following the pattern
“Are you sure you have good potency? Women love strong, confident men?”.

Sonia Turney Online 54808

© Active @ Inactive @ Inactive
Library ID: 656483929446511 Library ID: 1096952968518431 Library ID: 555800120124858
Sind Sie sicher, dass Sie eine gute Potenz haben? Frauen lieben Started running on Nov 19, 2022 Oct 3,2024 - Oct 15, 2024 Oct 3,2024 - Oct 16, 2024
starke, selbstbewusste Manner!
Platforms @ @ Q @ Platforms €@ Platforms @
" "
Have a small "PROBLEM? 2 ads use this creative and text 2 ads use this creative and text 2 ads use this creative and text
See summary details See summary details See summary details
" AmiraVigilianskaia PelageiaTipkova
MarinaKomarova A 9 P i
Sponsored Sponsored
Sponsored
Mon mari a une érection de 250% etl a 69 ans | La Mon mari a une érection de 250% etil a 69 ans | La
Mon mari a une érection de 250% et il a 69 ans | recette est simple recette est simple

SCRIPT.G00GLE COM
14 Sie konnen Ihre Seelenverwandte wieder Learn more
Uberraschen!

Additionally, we find 99 ads in French shown by Meta at least 2.2 million times,
following the pattern “My husband has a 250% erection and he is 69 years old! The
recipe is simple” with a photo of an appearing woman. The activity of such ads dates
back to at least 2022, with an advertisement appearing as still active on the Meta Ad
Library in February 2025.

We found 808 ads in German shown by Meta 10.6 million times, for a product
“approved by doctors” that supposedly “i) get a larger penis ii) Last more than 2
hours iii) Increase your masculinity.”

Similarly, we found 715 ads in French shown by Meta at least 9.3 million times to
“Increase the size and volume of your penis at least 40% compared to its previous
size.” [we blurred sexually explicit material in the image below.]

As a last example, we found 357 ads in Romanian shown by Meta at least 4.3 million
times with the same text: “From the first use, you will feel a surge of strength in your
penis. And you can have sex for 2 hours without stopping”

Kinza Hashmi Antonio Lussier
Sponsore d a Sponsore d Emest
ary ID: 16908035881 Library IC 195636699495 Sponsore d

9 Einen groBeren Penis bekommen Augmenter la taille et le volume de votre pénis d'au moins 40%

4 Langer als 2 Stunden par rapport  sa taille précédente. De la prima utilizare, veti simti un val de forta in penis. Si poti face
9 Verstérken Sie Ihre Mannlichkeit sex timp de 2 ore fara sa te opresti

19 Von Arzten anerkannt

Duratal-30min
Slcmfint30idelzilel

Y

LE PREM

WAHLEN SIE IHR ALTER UND ICH
SAGE IHNEN, WAS ZU TUN IST! 100%

T

TESTOSTERONE. Erection et endurance.. ~ Leamn More
AUGMENTATION DE LA TESTOSTERONE

# #kontaktieren Sie uns
Therapist

PSHONDR Lo Learn more
(4.9/5)

Erection et endurance dignes dune star du
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Discussion

Advertising Standards

00 Meta

Transparency Center Policies Enforcement Security Features Governance Research tools Reports

Home - Policies

Introduction to the
Advertising Standards

After examining Meta’s policies, we identified multiple violations of their advertising
guidelines and community standards against which advertisements are purportedly
reviewed prior to distribution by Meta. From the previously documented
advertisement, we can identify potential violations of the following 15 policies:

According to Meta’ li n Frau ms and D tive Practi , ads can not:

® Employ click-bait tactics in a health context, such as the use of sensational
language that makes exaggerated or extreme health claims.

® Promise specific health-related results in specific time with no qualifying or
disclaimer language.

® Promote claims to cure, heal, or eliminate [..] diabetes [among other illnesses].

According to Meta’s policy on Unacceptable Business Practices, ads can not:

® Use the image of a famous person and misleading tactics in order to bait
people into engaging with an ad.

® Use deceptive or exaggerated claims about health-related benefits of a
product or service to mislead people into purchasing or sharing sensitive
information.

® Use deceptive or exaggerated claims about the success of a product or
service to mislead people into purchasing or sharing sensitive information.
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According to Meta’s Health and Wellness policies, ads cannot:

® Promote weight loss products and services that contain distasteful
messaging that could make people feel negatively about the way they look,
exploit insecurities to conform to certain beauty standards, reinforce
negative or unhealthy body images, or feature body-shaming

® Promote weight loss products or services depicting side-by-side comparison
after the use of a product

® Promote sexual arousal products that focus on sexual pleasure or
enhancement, such as [...] non-surgical genital enhancement products

® Promote genital procedures or surgeries focused on sexual pleasure, such as
G-spot augmentation, male genitalia enlargement

According to Meta’s policy on spam, one cannot share:

® Deceptive URLs mimicking the features or functionality of their services.

® |anding page impersonation of well-known websites, domains or brands.

According to Meta’s policy on Inauthentic Behavior, one cannot:

e Misrepresent themselves on Meta’s services, use fake accounts or engage in
behaviors designed to enable other violations under their Community
Standards

According to Meta’ li n Evading Enforcement practices, advertisers cannot:

® Create and run the same or similar policy-violating ads across multiple
business assets to evade their review processes

According to Meta’s Vice President, Global Policy Management statement, content
will be removed:

“If It has been edited or synthesized [..] in ways that aren’t apparent to an average
person and would likely mislead someone into thinking that a subject of the video
said words that they did not actually say. And is the product of artificial intelligence
or machine learning that merges, replaces or superimposes content onto a video,
making it appear to be authentic.”

Our investigation shows that Meta fails to enforce their established advertisement
and community standards. The extent of these enforcement failures raises
significant concerns regarding the efficacy of Meta’s risk mitigation protocols.
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Platform Features Review

While we acknowledge that online scam may be a highly adversarial space with some
malicious groups evolving their tactics to evade detection, we emphasize how plain,
un-obscured, policy-violating content has been approved, at scale, by Meta.

Moreover, features offered by the platform to its customers (i.e., advertisers)
facilitate such fraudulent activity, raising compliance concerns.

Beneficiary & Payer

As to comply with DSA article 39.2.b, Meta implemented an option for advertisers
targeting the EU to declare the person or organization who is benefiting
(beneficiary) from the ad and, if different, pauing for it (payer).

The mechanism put in place by Meta relies on advertisers’ self-disclosures —as
acknowledged in Meta’s DSA Risk Assessment, and emphasizing that advertisers “are
responsible for ensuring that this information is complete, accurate and up-to-date
for each ad that [they] submit to Meta”

) Beneficiary and payer

Payee and payer information is required for ad sets with EU audiences and is saved in your
Advertising Settings . This information will be publicly available in the Meta Ad Library for
one year, but will not be included in any ads. Learn more

* Beneficiary

Random Name{

@  The beneficiary and the payer are different

Screenshots of the Meta Ads Manager, self-disclosure of beneficiary and payer

Within the previously identified fraudulent advertisements, beneficiary and payer
information tended to be either automatically generated or nonsensical gibberish
(e.q., *vdfvbdf”, "twovfdqu”, "mm13™).

While Meta does have access to payer names for credit card transactions and has
established processes to verify advertiser 1Ds for self-declared political

advertisements, relying on apparently unchecked self-disclosure appears to conflict
with DSA Article 39’s objective to enhance transparency and accountability
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Display Link

Meta offers advertisers the option to display a URL
to users that differs from the actual destination
where users will be redirected, perfecting the
phishing illusion.

Far from a remote risk, we identified fraudulent
advertisements displaying links to legitimate news
“Le Monde”
redirecting to scam webpages.

domains such as in France while

@ @ -
LA DOULEUR SERA ELIMINEE POUR
TOUJOURS LES ARTICULATIONS

Les premiers signes qui peuvent indiquer que des parasites vivent
dans votre corps sont les suivants

Verrues, papilles

mauvaise haleine

Fatigue chronique (vous vous fatiguez rapidement, quoi que vous

fosser) RECUPERERONT DANS 14 JOURS |

Maux de téte fréquents.

W Arfhrite
@ Arthrose
@ Ostéoarthrite
(V/0st6ochondrose

x|

1 en France @

Learn more

~ HONDRO SOL
IONDRO SOL

IL SUFFIT DE BOIRE UNE TASSE ET LE LENDEMAIN, TOUS LES
PARASITES SORTIRONT EN GRUMEAUX, LES PAPILLOMES SE
DESSECHERONT ET LES VERRUES TOMBERONT

EMONDE FR
Lire la nouvelle

TTPS//WWW.LEMONDE FR
Learn more
Plus de détails

Page Name Impersonation

(D Destination

Tell us where to send people immediately after they tap or
click your ad. Learn more

a Instant Experience
Send people to a fast-loading, mobile-optimized
experience.

Website
Send people to your website.

* Website URL ©

e &

http://www.example.com/page

Enter the website URL field for your ad.
Build a URL parameter
Display link

Enter the link you want to show on your ad

Browser add-ons

People will see your website when they tap on your
ad. You can add an additional contact method in the
browser to help people connect with you.

* ®

@ WhatsApp
Add a WhatsApp button on your website.

None
Don't add a button.

Per Meta’s policy, individuals are prohibited from impersonating others to mislead or

deceive, and impostor accounts are reportedly disabled immediately upon

detection.

However, a simple search of advertiser pages using names of health-related public
figures (e.g., Didier Raoult or Michel Cymes in France) reveals numerous impostor
accounts that have published advertisements. These advertisements exhibit
fraudulent characteristics, employing audio deepfakes of the impersonated
celebrities within simulated news TV segments to promote pharmaceutical

products.

It appears that Meta’s systems fail to detect such fraudulent activity, despite public
commitments to do so.
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Advertisers

(&

&

ol

i OO0

Dr. Didier Raoult
w Sponsored
i rary ID: 33

Le médecin recommande cette méthode pour soulager les douleurs
du genou, des articulations, du dos et de la nuque.

41143

Pr.Didier Raoult
@) 545 follow this - Medical & Health

Dr. Didier Raoult
) 38 follow this - Medical & Health

PROF. Didier RAOU
9 3 follow this - Advertising Agency

PROF. Didier RAOU
Q 2 follow this - Advertising Agency

Didier Raoult
) 31 follow this - Women's clothing store

N1.CAPSHONDROLIFENEK PW
idi Les articulations douloureuses ne sont pas
Dr Didier Raoult e Lo
9 148 follow this - Farm Queest ce que la “sciatique” 7&J La boutique EduKa
Santé

Michel Cymes
Q 8 follow this - Producer

Sponsored

e Dr. Michel Cymes

Library ID: 6128651846911(

Michel Cymes
0 5 follow this - Public Relations Agency

Cest ainsi que les stars du cinéma se préparent pour leurs rdles! Le
produit est maintenant disponible en France! % Je peux enfin
remettre mes jeans préférés en taille S! % &

Michel Cymes
0 2 follow this - Public Relations Agency

Michel Cymes
€) 2 follow this - Website

Dr Michel Cymes
@) 11 follow this - Medical & Health

Dr. Michel Cymes
€) 5 follow this - Health/beauty ODYVITALITYPRESS
Plus économique et meilleur que le gym

Learn More

Dr. Michel Cymes
€) 225 follow this - Business Service

Pr.Didier Raoult
() sponsored

Libeary I0 66062032792

REVELATION SCIENTIFIQUE : Des milliers de personnes ont déja
adopté cette nouvelle méthode pour atténuer leurs douleurs
articulaires.

La communauté scientifique est en émoi suite & la mise en lumiére
d'une technique singuliére aux propriétés remarquables pour le
soulagement des douleurs articulaires.

UN N FR FAI

£ 3 DECOUVERTE |
DOULEURS ARTICULAIRES DISI

ARUES A JAMAIS!

CAPSHONDROLIFE Y
Douleurs articulaires ? Faites ceci chaque
matin C'est comme un super-lubrifiant pou...

Learn more

Michel Cymes
& ‘Sponsored

Library ID: 6499378 55

La perte de poids nlest pas seulement une question d'esthétique ou
dapparence. C'est une étape importante vers lamélioration de la santé
et de la qualité de vie. & L. Lorsque nous prenons soin de notre poids,
nous réduisons le risque de nombreuses maladies, telles que le
diabte, les maladies cardiovasculaires et Ihypertension. Maintenir un
poids sain aide également a renforcer le systéme immunitaire, 3
améliorer le sommeil et le bien-étre général. <&

PAR LA SUITE.

QCYMSLM.TOP

Michel Cymes

Learn more
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A final example

Our previous observations can be crystallized through the following advertisement:

e Run by an impersonator page titled "Didier
Raoult” using his image as profile picture

e Promoting a pharmaceutical product against
arthrosis targeting the elderly (55-65)

e Use a spoofed media outlet with audio
deepfake

e Redirecting users to a counterfeit news site
mimicking French newspaper ”"Le Monde” to
promote, via fabricated interview with Didier
Raoult, said pharmaceutical product

e Presenting a lottery offering discounts on the
pharmaceutical product, a practice explicitly
prohibited under the European Directive
2001/83/EC on the Community code relating to

medicinal products for human use
e Soliciting users’ personal data (name and

phone number)
e Promoting a drug absent from the French
public database of authorized pharmaceuticals

@& lemonde.betterhealthseniors.com

Didier Raoult
Sponsored
Library ID: 359784040414842

Cette méthode vous aide a vous débarrasser de la douleur de
I'arthrose @&

SOULAGEMENT INSTANTANE DE LA DOULEUR APRES 14 JOURS
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Potential DSA Infringements

Through the Digital Services Act (DSA), the European regulator acknowledged that,
on account of their scale, very large online platforms’ advertising systems can pose
potential risks and as such require public and requlatory supervision.

Specifically, recital 95 of the DSA mentions the “emerging risks brought by the
distribution of advertising online, for example in relation to illegal advertisements or
manipulative techniques and disinformation with a real and foreseeable negative
impact on public health”.

Our results revealed systemic shortcomings in Meta’s advertisement moderation.
While the actors behind the documented fraudulent activity are using adversarial
methods to scale their operations, these methods remain rudimentary and fall well
within what one could expect a platform such as Meta to detect and act upon.

Going further, recital 79 of the DSA specifies that very large online platforms such as
Meta should assess and mitigate the systemic risks stemming from the use and
misuse of their services.

The systemic risks outlined in the reqgulation article 34.1.d explicitly mention the
dissemination of illegal content through platform services, as well as actual or
foreseeable negative effects in relation to the protection of public health and
serious negative consequences to individuals’ physical and mental well-being.

The advertisements we identified have all been reviewed and explicitly approved by
Meta’s moderation systems. Their fraudulent nature ranges from selling drugs not
approved by targeted market authorities —an illegal practice under French law for
instance—, deceiving the elderly with promises of miracle cures for their illnesses
—condemned by the European Regulation on Unfair Commercial Practices, to

misleading practices through the use of celebrity deepfakes and news outlet
impersonation; a practice that violates the Code of Practice on Disinformation, to
which Meta is a signatory.

Far from merely resulting from the actions of bad actors, we identified platform
features offered by Meta to its customers (i.e., the advertisers) whose misuse
appears evident and expected. We document their use in fraudulent practices.

Among these, the disclosure of the natural or legal person on whose behalf an

advertisement is presented—a transparency feature required per the DSA—was
implemented by Meta as mere self-disclosure without apparent verification, which




AEF A Pill Hard To Swallow | 30

led to false declarations by advertisers involved in fraudulent activity. This practice
was arguably predictable and could have been mitigated by the platform.

Additionally, Meta offers advertisers the possibility to choose a link appearing on
ads that differs from the actual destination where users will be redirected. This
feature is exploited by fraudulent actors to spoof news outlet websites, another
predictable practice that could have been mitigated by the platform.

Finally, we found numerous advertiser pages impersonating celebrity doctors in
health-related advertisements to lure users into buying products. Far from
employing elaborate obfuscation techniques, these pages plainly use the name and
image of the impersonated figure. Verification mechanisms for advertiser page
names could reasonably be expected.

Conclusion

This report highlights that Meta’s Ad repository serves as a robust transparency
tool, enabling third-party scrutiny. Following our previous report, this analysis
reveals Meta’s continuous failure to effectively moderate its advertising ecosystem.

Though not comprehensive, by detecting highly duplicated content containing a
handful of keywords of interest, we identified at least 46 thousand health-related
scam advertisements, approved and delivered by Meta, over 292 million times to its
European users.

The scale of the fraudulent activity, combined with platform features that
facilitated scammer operations, raises concern with respect to Meta’s responsibility
in such deceptive practices.




